Boolean functions used in the filter model of stream ciphers should have balancedness, large nonlinearity, optimal algebraic immunity and high algebraic degree. Besides, one more criterion called strict avalanche criterion (SAC) can be also considered. During the last fifteen years, much work has been done to construct balanced Boolean functions with optimal algebraic immunity. However, none of them has the SAC property. In this paper, we first present a construction of balanced Boolean functions with SAC property by a slight modification of a known method for constructing Boolean functions with SAC property and consider the cryptographic properties of the constructed functions. Then we propose an infinite class of balanced functions with optimal algebraic immunity and SAC property in odd number of variables. This is the first time that such kind of functions have been constructed. The algebraic degree and nonlinearity of the functions in this class are also determined.
Introduction
Boolean functions play a central role in the security of stream ciphers. To resist all the known attacks on each model of stream cipher, Boolean functions used in stream ciphers must satisfy several criteria (hopefully, all) simultaneously. The following criteria of cryptographic Boolean functions are mandatory [1] , [2] : balancedness, high nonlinearity, high algebraic degree, optimal algebraic immunity, and good immunity to fast algebraic attacks. Besides, one more criterion can be also considered: the strict avalanche criterion (SAC). In this paper, Boolean functions with SAC property are called SAC Boolean functions for short.
Up to now, there are many classes of balanced Boolean functions with optimal algebraic immunity which have been proposed, for instance in [3] - [20] . However, none of them has the SAC property. In this paper, we construct an infinite class of balanced SAC Boolean functions in odd number of variables with optimal algebraic immunity, which is the first time that such functions have been constructed. We also determine the algebraic degree and nonlinearity of the functions in this class.
The organization of the remainder of this paper is as follows. In Sect. 2, the notations and the necessary preliminaries required for the subsequent sections are reviewed. In Sect. 3, we fist recall a known method for constructing Manuscript proposes an infinite class of Balanced SAC functions with optimal algebraic immunity in odd number of variables. Finally, Sect. 5 concludes the paper.
Preliminaries
Let F n 2 be the vector space of n-tuples over the finite field F 2 . For any positive integer n, we shall denote by 0 n (respectively 1 n ) the all-zero vector (respectively all-one vector) of F n 2 . A Boolean function in n variables is a function from F n 2 into F 2 . Denote by B n the set of all the 2 2 n Boolean functions in n variables. The basic representation of an n-variable Boolean function f is by its truth table, i.e.,
The support of f , denoted by Supp( f ), is defined as the set {x ∈ F n 2 | f (x) 0}. The Hamming weight of f , denoted by wt( f ), is defined as the Hamming weight of the truth table of f , or equivalently, the size of the support of f .
It is well-known that any Boolean function f ∈ B n can be uniquely represented by the algebraic normal form (ANF), i.e., f (x 1 , · · · , x n ) = u ∈F n 2 a u n j=1 x u j j , where a u ∈ F 2 and u = (u 1 , · · · , u n ). It is well-known [1] , [21] that
where v = (v 1 , · · · , v n ) and v u means that v i ≤ u i for all 1 ≤ i ≤ n. The algebraic degree, denoted by deg( f ), is the maximal value of wt(u) such that a u 0, where the Hamming weight wt(u) of a binary vector u ∈ F n 2 is the number of its nonzero coordinates, or in other words, the size of its support {1 ≤ i ≤ n | u i 0}). A Boolean function is called an affine function if its algebraic degree is at most 1. The set of all affine functions is denoted by A n .
The nonlinearity nl ( f ) of a Boolean function f ∈ B n is the minimum Hamming distance from f to all the affine functions A n , i.e, nl ( f ) = min g ∈ A n (d H ( f , g)), where d H ( f , g) is the Hamming distance between f and g, i.e., d H ( f , g) = |{x ∈ F n 2 | f (x) g(x)}|. The nonlinearity can also be computed by means of the Walsh transform of f . The Walsh transform of a Boolean function f ∈ B n at a is de-
It can be easily seen Copyright © 2019 The Institute of Electronics, Information and Communication Engineers that f is balanced if and only if W f (0 n ) = 0. By the Walsh transform the nonlinearity of a Boolean function f ∈ B n can be computed as
For resisting the standard algebraic attack [22] , a new cryptographic criterion for Boolean functions used in stream ciphers, called algebraic immunity, has been proposed.
Definition 1 ([23]). Given two n-variable Boolean functions f and h, we say that h is an annihilator of
It was proved in [22] that AI ( f ) ≤ n 2 for any nvariable Boolean function f . In this paper, a Boolean function f of n variables is said to have optimal algebraic immunity if it achieves this bound with equality, and to have almost optimal algebraic immunity if AI ( f ) = n 2 − 1. The autocorrelation function of a Boolean function f at a point α is defined as
A Boolean function f ∈ B n is said to satisfy strict avalanche criterion (SAC) [24] if C f (α) = 0 for all wt(α) = 1.
Balanced SAC Functions and Their Cryptographic Properties
In this section, we first recall a known method for constructing SAC Boolean functions and then study the main cryptographic properties of the Boolean functions generated by this method.
A Known Method for Constructing SAC Boolean Functions
For simplicity, we denote x = (x 1 , · · · , x n ) for a given vector
2 from now on. We now recall a known method for constructing Boolean functions with SAC property, which was introduced in [25] . Let µ 0 ∈ B n be an arbitrary Boolean function of variables x 1 , · · · , x n and ν ∈ B n be the function µ 0 (x) + 1 n · x + c, where c ∈ F 2 . It was proved in [25] that the function h 0 ∈ B n+1 on variables x 1 , · · · , x n+1 of the form
satisfies the SAC property.
Balanced SAC Functions and Their Cryptographic Properties
From cryptographic viewpoints, we are interested in the balanced SAC functions with optimal algebraic immunity, high algebraic degree, and high nonlinearity. According to (2), we shall get balanced SAC functions from the following construction.
Construction 1. Let n ≥ 2 be a positive integer and µ 1 ∈ B n be a function such that wt(µ 1 +1 n ·x) ∈ {wt(µ 1 ), 2 n −wt(µ 1 )}.
Then we construct the Boolean function h 1 ∈ B n+1 as follows
Balancedness, Algebraic Degree and Nonlinearity
We can see that the truth table of h 1 ∈ B n+1 is the concatenation of the truth tables of µ 1 (x ) and µ 1 (x )
We can easily get the following theorem. Its proof is routine and we omit it here. Theorem 1. For every Boolean function h 1 ∈ B n+1 , we have:
Algebraic Immunity
We now show the relation from the viewpoints of algebraic immunity between h 1 and µ 1 . To this end, we first give some preliminary results.
Lemma 1 ([26]
). Let n be an odd integer and f be a balanced Boolean function of n variables. Then, f has optimal algebraic immunity n+1 2 if and only if AN ( f ) does not contain any function of degree strictly less than n+1 2 . Lemma 2 ([27] ). Let g, h be two Boolean functions on variables x 1 , x 2 , · · · , x n with AI (g) = d 1 and AI By Lemmas 1 and 2, we can easily deduce the following corollary.
Corollary 1.
Let n be an even number and g, h ∈ B n+1 be two Boolean functions such that min{d
A Class of Balanced SAC Functions with Optimal Algebraic Immunity in Odd Variables
Let us first recall the definition of the majority function and introduce some basic known results on the majority function.
Definition 2.
An n-variable Boolean function f 0 on variables x 1 , x 2 , · · · , x n defined by
is called the majority function.
For any positive integer n, we define the Boolean function f 1 ∈ B n as follows:
In [3] , the authors have studied the cryptographic properties of f 1 :
Lemma 3 ([3]
). The function f 1 ∈ B n has the following cryptographic properties:
Note that f 0 (x) = f 1 (x +1 n ) +1 for even n and note that the algebraic immunity, algebraic degree and nonlinearity are affine invariant. Therefore, the majority function f 0 has the same these cryptographic properties as the function f 1 .
We now present our construction and give their cryptographic properties.
Construction 2.
Let n ≥ 4 be an even number. Let µ 2 ∈ B n be the majority function f 0 on variables x 1 , x 2 , · · · , x n . Then we construct the Boolean function f 2 ∈ B n+1 as follows
and l = 1 n · x .
By (2), we can see that the functions f 2 ∈ B n+1 generated by Construction 2 satisfy the SAC. In what follows, we will discuss the balancedness, nonlinearity, algebraic immunity, and algebraic degree of f 2 , respectively.
Balancedness
First, we consider the balancedness of f 2 . To this end, we need some preliminary results. For any positive integer n and a fixed ω ∈ F n 2 with wt(ω) = k, we have
where K i (x, n) is the Krawtchouk polynomial [28] . The following two lemmas about Krawtchouk polynomial will be useful to prove the balancedness of f 2 .
Lemma 4 ([28]
). The Krawtchouk polynomials have the following properties.
holds for 0 ≤ r ≤ n and n, k ≥ 1.
Theorem 2. Let f 2 be an (n + 1)-variable Boolean function given by Construction 2, then f 2 is a balanced SAC Boolean function.
Proof. It follows from Sect. 3.1 that f 2 has the SAC property. So we only need to prove that f 2 is balanced. Note that W µ 2 +l+c (0 n ) = (−1) c W µ 2 (1 n ). Then we have
We can easily get that W µ 2 (0 n ) = − n n/2 and W µ 2 +1 (1 n ) = −2 n/2−1 i=0 K i (n, n).
Then by Lemma 5 we have n/2−1 i=0 K i (n, n) = K n/2−1 (n − 1, n − 1). Moreover, by item 1 of Lemma 4, we have K n/2−1 (n − 1, n − 1) = (−1) n/2−1 K n/2−1 (0, n − 1). Therefore, we get that W µ 2 +1 (1 n ) = (−1) n/2 2K n/2−1 (0, n − 1) = (−1) n/2 2 n − 1 n/2 − 1 = (−1) n/2 n n/2 .
This implies that W µ 2 (1 n ) = (−1) n/2+1 n n/2 = (−1) c n n/2 .
By the above discussion, we conclude that W f 2 (0 n+1 ) = 0 and therefore f 2 ∈ B n+1 is a balanced SAC function. This completes the proof.
Nonlinearity
Theorem 3. Let f 2 be an (n+1)-variable Boolean function generated by Construction 2. Then we have nl ( f 2 ) = 2 n − n n/2 .
Then we have |W f 2 (α)| ≤ 2|W µ 2 (α )| for every α = (α , α n+1 ) ∈ F n+1 2 . By Lemma 3 we have max α ∈F n 2 |W µ 2 | = 2 n−1 n/2 = n n/2 . Then we have max α∈F n+1
Recall from the proof of Theorem 2 that W µ 2 (0 n ) = − n n/2 and W µ 2 (1 n ) = (−1) c n n/2 . Thus, we have W f 2 (1, 0 n ) = −2 n n/2 . So we have max α∈F n+1 2 |W f 2 (α)| = 2 n n/2 and hence nl ( f 2 ) = 2 n − n n/2 .
Algebraic Immunity and Algebraic Degree
Lemma 6. Let n be an even integer and f 0 be the majority function. Then AI ( f 0 ) = n/2. Furthermore, f 0 has no nonzero annihilators of algebraic degrees strictly less that n/2 + 1.
Proof. It suffices to prove that f 0 (x 1 , · · · , x n ) = f 0 (x 1 + 1, · · · , x n + 1) has no nonzero annihilator with algebraic degree less than n/2 + 1 since if there exists a nonzero function g of degree strictly less than n/2+1 such that f 0 g = 0 then we have f 0 g = 0 where g (x 1 , · · · , x n ) = g(x 1 +1, · · · , x n +1). Assume that g is an annihilator of f 0 with deg(g) ≤ n/2. Let the ANF of g(x) be
Since g is an annihilator of f 0 , g(x) = 0 for every x ∈ W ≤n/2 . Then we have a u = 0 for any u ∈ F n 2 with wt(u) ≤ n/2 by (1). This implies that g = 0 and hence f 0 has no nonzero annihilator with algebraic degree less than n/2 + 1.
Theorem 4. Let f 2 be an (n + 1)-variable Boolean function given by Construction 2, then f 2 has optimal algebraic immunity.
Proof. It was shown that the Boolean function µ 2 (x) + l (x) has optimal algebraic immunity (see Item C-1 of Theorem 12 in [15] ). This implies that µ 2 (x) + l (x) has no nonzero annihilators of degrees strictly less than n/2. Moreover, it is follows from Lemma 6 that µ 2 (x) has no nonzero annihilators of degrees strictly less than n/2 + 1. Assume that min{d | d = deg(s), 0 s ∈ AN µ 2 (x) + l (x) } = n/2. By item 1) of Corollary 1, we have AI ( f 2 ) = n/2 + 1. If min{d | d = deg(s), 0 s ∈ AN µ 2 (x) + l (x) } ≥ n/2 + 1, then by item 2) of Corollary 1 we have AI ( f 2 ) ≥ n/2 + 1 and hence AI ( f 2 ) = n/2 + 1 since the AI ( f 2 ) is upper-bounded by n/2 + 1.
We shall give the algebraic degree of f 2 .
Theorem 5. Let f 2 be an (n + 1)-variable Boolean function generated by Construction 2. Then we have deg( f 2 ) = 2 log 2 n .
Proof. By Theorem 1, we have deg( f 2 ) = deg(µ 2 ). Further, we have deg( f 2 ) = deg(µ 2 ) = 2 log 2 n , according to Lemma 3.
Conclusion
In this paper, we proposed an infinite class of Balanced SAC functions with optimal algebraic immunity in odd number of variables and determined the algebraic degree and nonlinearity of the functions in this class. This is the first time that such functions have been constructed. This work was an attempt to construct balanced SAC Boolean functions with all desired cryptographic criteria and it would be very interesting to construct balanced SAC Boolean functions with optimal algebraic immunity and higher nonlinearity.
